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Abstract
“Biometrics” is the science, which is used to verify the identity of the persons through 
either behavioral traits or physical characteristics. This area has gained great 
importance in maintaining the security of the places that require high security accuracy. 
Hand geometry is considered one of the biometrics, which derived its reputation from the 
ease of use and the acceptance of many people to use it. Hand geometry based biometric 
systems are gaining acceptance in low to medium security applications. Hand biometrics 
is extensively used for personal authentication. The widespread dissemination of 
verification systems using biometrics and continuous attempts to break the security of 
these systems, such as the use of fingerprints rubber to break the security systems that use 
fingerprint, or use a voice recorder to break the security systems that use voice tag, and 
so on. Although the efficiency of biometrics in identification of people is very accurate 
and highly secured, but still the data concerning it is not a secret, and if it is 
compromised, it would compromise the integrity of the system where protection is 
required. Protecting biometric data has become an important issue, so that it cannot be 
misused by attackers. In order to increase security of biometric data there are different 
methods in which digital steganography could be widely accepted. Steganography is 
defined as the science of hiding or embedding information in a transmission medium in a 
way to be undetectable by observers. To address these issues, this paper proposes a novel 
encryption method with password protection based on an enhanced version of multi-
modal hand geometry authentication using three authentication layers based on hand 
geometry verification, digital steganography, and password encryption. 
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Fig. 1: Various Risk Attacks while Using any Biometric System. 

Fig. 2: Relation between Biometrics and Image Security.
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sight and sound. However, in today’s complex 

an important issue in today’s information and 
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Fig. 3: Location of the Hand over the Marks in the AHVS. 

Fig. 4: Block Diagram of Preprocessing Stage. 

Binarization 

Fig. 5: Result of Binarization Sub-Stage. 

Boundary Extraction 

Fig. 6: Result of Boundary Detection  
Sub-Stage. 

Boundary Thinning 
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Fig. 7: Result of Boundary Thinning 
 Sub-Stage. 
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Boundary Tracing 

“polar coordinates” takes

Fig. 8: Thinning Templates. 
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Fig. 9: Fingertips and Bottom of Valleys 
between Fingers. 

Fig. 10: The Complete Set of the  
45 Anatomical Landmarks. 

Fig. 11: The 45 Anatomical Landmarks of Proposed Hand Geometry Model. 
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Table 1: Steps of Determination of the 45 Anatomical Landmarks. 
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Table 2: Features used for Hand Verification. 
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which we will hide the user’s pass key

Hand Image with Boundary Pixels Detected 

+ 
User’s Pass key to Hide 

 
User’s ID as Stego/Crypto key 

= 
Tagged and Secured Biometric Hand Image 
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encrypted using the user’s ID.
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defined border of the user’s hand, then find the 

both “pass key” and “ID Number” 
the “pass key” “

Number” to get an “encrypted pass key ” Then

line of the user’s ha

“encrypted pass key” 

“encrypted 
pass key” to generate a same looking hand 

with the “encrypted pass 
” which will also be used latter in 

the “pass key ” the

“tagged hand image” to retrieve 

So, to retrieve back the “pass key ” the 
“encrypted pass key” will be decrypted
the user’s ID.

User’s ID

This “stored pass key” will be compared with 
the “pass key” which the user gives while 

Also, the program will capture the user’s hand, 
to extract a “real time feature ” which 
will be compared with the “stored feature 
vector” in the 

“biometric template” and “pass key” 
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